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1. Aims 

Denaby Main Primary Academy aims to provide the necessary safeguards to help ensure that 

all reasonable actions have been taken to manage and reduce the risks associated with 
communication technology and internet usage. This policy has taken into account the 

procedures and practice of the Local Safeguarding Children Board and Keeping Children Safe 
in Education 2022. This policy should be used alongside the Trust-wide Child Protection and 
Safeguarding Policy and the Academy's Preventing Extremism and Radicalisation Policy. The 
following policy outlines the measures that will be taken to reduce the risks, as well as 

addressing wider educational issues in order to help young people, their parents and staff to 
become responsible users and stay safe while using the internet and other communications 
technologies for educational or personal use. 

• This policy applies to all members of the academy community including staff, 
pupils, parents/carers, volunteers and work placements, which have access to and 
are users of academy ICT (Information and Communication Technologies) systems 
both in and out of the academy. 

 
• The Education and Inspections Act 2006 empowers Principals, to such extent as is 

reasonable, to regulate the behaviour of pupils when they are off the academy site and 

empowers members of staff to impose disciplinary penalties for inappropriate 

behaviour. This applies to incidents of cyber-bullying, or other online safety incidents 

covered by this policy, which may take place out of the academy, but is linked to 

membership of the academy. 
 

• The Education Act 2011 gives the academy the power to confiscate the contents of 
any mobile device if the Principal believes it contains any illegal content or material 
that could be used to bully or harass others 

 
• The academy will identify within this policy and in the associated behaviour and 

anti-bullying policies, how incidents will be managed and will, where known, inform 
parents / carers of incidents of inappropriate online safety behaviour that take 
place out of the academy. 

 

 

2. Communication of the Policy 

Denaby Main Primary Academy the senior leadership team will be responsible for ensuring all 

members of academy staff and pupils are aware of the existence and contents of the academy 
online safety policy and the use of any new technology within the academy. 

• The online safety policy will be provided to and discussed with all members of staff 
formally 

• All amendments will be published on the academy website and shared with staff 
during staff meetings. 

• An online safety or online safety module will be included in the PSHE, Citizenship 

and/or ICT curricula covering and detailing amendments to the online safety policy. 

• All new members of staff will be introduced to the Online Safety Policy. 

• Denaby Main Primary Academy will hold an annual review of the online safety policy 
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• Pertinent points from the academy online safety policy will be reinforced across the 
curriculum and across all subject areas when using ICT equipment within the 
academy.  

• The key messages contained within the online safety policy will be reflected and 
consistent within all acceptable use policies in place within the academy 

• We endeavour to embed online safety messages across the curriculum whenever 

the internet or related technologies are used 

• The key relevant online safety policy messages will be shared with all pupils during 

the academy year. 

3. Roles and Responsibilities 

3.1. The Head of School, Joanna White has overall responsibility for online safety of all 
members of the academy community. Day to day responsibility will be delegated to the online 
safety co-ordinator. The head of school will ensure that the online safety co-ordinator has 
access to relevant training to enable them to carry out their role and train other staff as 
necessary. The head of school and senior leadership team will make themselves aware of the 
procedures to follow in the event of a serious online safety incident. The online safety co 

Ordinator is Jen Baldwin, who works alongside the online safety team.  

3.2. The online safety co-ordinator will ensure: 

• The academy online safety policy is current and pertinent 

• The academy online safety policy is reviewed at regular intervals 

• The academy acceptable use policies are appropriate for their intended audience. 

Responsibilities of the online safety co-ordinator 

• To promote safe internet and technologies use within the academy. 

• To promote an awareness and commitment to online safety throughout the 

academy. 

• To be the first point of contact in the academy on all online safety matters. 

• To take day-to-day responsibility for online safety within the academy and to 

have a leading role in establishing and reviewing the academy online safety 

policies and procedures. 
• To have regular contact with other online safety teams, e.g. Safeguarding 

Children Board   

• To communicate regularly with computing technical staff working with the 

academy. 
• To communicate with the safeguarding TMB. 

• To communicate regularly with the senior leadership team. 

• To create and maintain online safety policies and procedures. 

• To develop an understanding of current online safety issues, guidance and 

appropriate legislation. 
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• To ensure that all members of staff receive an appropriate level of training in 

online safety issues. 

• To ensure that online safety education is embedded across the e-safety modules.  

• To ensure that online safety is promoted to parents and carers, including the use 
of the  website. 

• To liaise with the local authority, the Local Safeguarding Children's Board and 

other recommended relevant agencies, as appropriate. 
• To monitor and report on online safety issues to the online safety group and the 

senior leadership team as appropriate. 
• To ensure that all staff are aware of the procedures that need to be followed in 

the event of an online safety incident. 

• To ensure that an online safety incident log is kept up to date. 

•  

3.3   Teachers and support staff will be responsible for the following actions: 

 
• To read, understand and help promote the academy's online safety policies and 

guidance. 
• To read, understand and adhere to the academy staff Acceptable Use Policy. 

• To report any suspected misuse or problem to the online safety coordinator. 

• To develop and maintain an awareness of current online safety issues and 

guidance. 

• To model safe and responsible behaviours in their own use of technology. 
• To ensure that any digital communications with pupils should be on a 

professional level and only through academy based systems, NEVER through 

personal mechanisms, e.g. email, text, mobile phones etc. 

• To embed online safety messages in learning activities across all areas of the 

curriculum.  
• To supervise and guide pupils carefully when engaged in learning activities 

involving technology. 
• To ensure that pupils are fully aware of research skills and are fully aware of legal 

issues relating to electronic content such as copyright laws. 

• To be aware of online safety issues related to the use of mobile phones, cameras 

and handheld devices. 
• To understand and be aware of incident-reporting mechanisms that exist within 

the academy. 
• To maintain a professional level of conduct in personal use of technology at all 

times 
• Ensure that sensitive and personal data is kept secure at all times by using 

encrypted data storage and by transferring data through secure communication 

systems. 

 

3.4 Technical Support Staff will be responsible for the following actions: 
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• To read, understand, contribute to and help promote the academy's online safety 

policies and guidance. 
• To read, understand and adhere to the academy staff Acceptable Use Policy. 

• To report any online safety related issues that come to your attention to the 

online safety coordinator. 
• To develop and maintain an awareness of current online safety issues, legislation 

and guidance relevant to their work. 
• To maintain a professional level of conduct in your personal use of technology at 

all times. 

• To support the academy in providing a safe technical infrastructure to support 

learning and teaching. 
• To ensure that access to the academy network is only through an authorised, 

restricted mechanism. 
• To ensure that provision exists for misuse detection and malicious attack. 

• To take responsibility for the security of the academy ICT system. 

• To liaise with the local authority and other appropriate people and organisations 

on technical issues. 
• To document all technical procedures and review them for accuracy at 

appropriate intervals. 

• To restrict all administrator level accounts appropriately  
• To ensure that access controls exist to protect personal and sensitive 

information held on academy owned devices. 

• To ensure that appropriate physical access controls exist to control access to 

information systems and telecommunications equipment situated within the 
academy. 

• To ensure that appropriate backup procedures exist so that critical information 

and systems can be recovered in the event of a disaster. 
• To ensure that controls and procedures exist so that access to academy-owned 

software assets is restricted  

3.5 The Designated Safeguarding lead will be responsible for the following actions: 

• To understand the issues surrounding the sharing of personal or sensitive 

information.  

• To understand the dangers regarding access to inappropriate online safety 

contact with adults and strangers. 

• To be aware of potential or actual incidents involving grooming of young 

children. 

• To be aware of and understand cyberbullying and the use of social media for 
this purpose.   

• To be aware that these are child protection issues and not technical issues; 

technology provides additional means for child protection issues to develop. 
• When an adult / pupil has reported any concerns via CPOMS using the category 

Online safety the DSL/ Deputy DSL and On Line Safety lead will follow this  
up and action accordingly. 
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• In addition, the Designated Safeguarding Lead will monitor the operation of this 

policy and its procedures and report to the Online safety Governor. 

3.6 Pupils will be responsible for the following actions: 

• To know and understand academy policies on the use of mobile phones, digital 

cameras and handheld devices. 
• To know and understand academy policies on the taking and use of mobile 

phones. 
• To know and understand academy policies regarding cyberbullying. 

• To take responsibility for learning about the benefits and risks of using the 

internet and other technologies safely both in the academy and at home. 

• To be fully aware of research skills and of legal issues relating to electronic 

content such as copyright laws. 

• To take responsibility for each other's safe and responsible use of technology in 

the academy and at home, including judging the risks posed by the personal 

technology owned and used outside the academy. 

• To ensure they respect the feelings, rights, values and intellectual property of 

others in their use of technology in the academy and at home. 

• To understand what action they should take if they feel worried, uncomfortable, 

vulnerable or at risk while using technology in the academy and at home, or if 
they know of someone who this is happening to. 

• To understand the importance of reporting abuse, misuse or access to 
inappropriate materials and to be fully aware of the incident-reporting 
mechanisms that exists within the academy. 

• To discuss online safety issues with family and friends in an open and honest 

way. 

• Any incidents where pupils do not follow the Acceptable Use Policy will be dealt 

with following the academy's normal behaviour or disciplinary procedures. 

• Instances of cyber-bullying will be taken very seriously by the academy and 

dealt with using the academy anti-bullying procedures. The academy 
recognises that staff as well as pupils may be victims and will take appropriate 

action in either situation. 

3.7 Parents/Carers will be responsible for the following actions: 

• To help and support the academy in promoting Online Safety. 

• To read, understand and promote the academy pupil Acceptable Use Policy with their 

children, 

• To take responsibility for learning about the benefits and risks of using the internet and 

other technologies that their children use in academy and at home. 

• To take responsibility for their own awareness and learning in relation to the 

opportunities and risks posed by new and emerging technologies. 
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• To discuss online safety concerns with their children, show an interest in how they are 

using technology and encourage them to behave safely and responsibly when using 
technology. 

• To model safe and responsible behaviours in their own use of technology 

• To consult with the academy if they have any concerns about their children's use of 

technology. 

• To agree to and sign the home-School agreement which clearly sets out the use of 
photographic and video images outside of the academy. Noting that in certain situations 

such as school productions the Principal will inform parents before any performance 
what is acceptable and what is NOT acceptable. For example, parents may be permitted 
to take photos of their own children and the images will not be permitted to be used in 

a pupil forum such as Facebook.  

• To sign an Online Safety Agreement. - AUP 

3.8 The TMB will be responsible for the following actions: 

• To read, understand, contribute to and help promote the academy's online safety 

policies and guidance. 

• To develop an overview of the benefits and risks of the internet and common 

technologies used by pupils. 

• To develop an overview of how the academy ICT infrastructure provides safe access to 

the internet. 

• To develop an overview of how the academy encourages pupils to adopt safe and 

responsible behaviours in their use of technology in and out of the academy. 

• To support the work of the online safety group in promoting and ensuring safe and 

responsible use of technology in and out of the academy, including encouraging parents 

to become engaged in online safety activities. 

• To ensure appropriate funding and resources are available for the academy to 

implement its online safety strategy. 

• The TMB will undertake an annual review of this policy and its procedures and of the 

efficiency with which the relevant duties have been discharged. 

 

The role of the TMB Safeguarding member includes: 

 

• Regular meetings with the Online safety Co-ordinator 

• Regular monitoring of online safety incident logs 

• Reporting to TMB meeting 

• In addition, the Designated Safeguarding Lead will monitor the operation of this policy 

and its procedures and report to the Online safety Governor 

3.9 Other community or external users will be responsible for the following 
actions: 
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• The academy will be sensitive and show empathy to internet-related issues 

experienced by pupils out of the academy, e.g. social networking sites, and offer 
appropriate advice where appropriate. 

• Any external organisations will sign an Acceptable Use Policy prior to using any 

equipment or the internet within the academy. 

• The academy will provide an Acceptable Use Policy for any guest who needs to 

access the academy computer system or internet on academy grounds, 
• The academy will ensure that appropriate levels of supervision exist when external 

organisations make use of the internet and ICT equipment within the academy. 
 

Protecting the professional identity of all staff, work placement pupils and volunteers 

Communication between adults and between children/young people and adults, by whatever 
method, should be transparent and take place within clear and explicit boundaries. This 

includes the wider use of technology such as mobile phones, text messaging, social networks, 
e-mails, digital cameras, videos, webcams, websites, forums and blogs. 

When using digital communications, staff and volunteers should  

• Only make contact with children, young people and families for professional reasons 

and in accordance with the policies and professional guidance of the academy. 

• Not share any personal information with a child, young person or families  e.g. should 

not give their personal contact details to children and young people including e-mail, 
home or mobile telephone numbers. 

• Not request, or respond to, any personal information from the child/young person, 

other than that which might be appropriate as part of their professional role, or if the 

child is at immediate risk of harm. 

• Not send or accept a friend request from the child/young person on social networks.  

• Be aware of and use the appropriate reporting routes available to them if they suspect 

any of their personal details have been compromised. 

• Ensure that all communications are transparent and open to scrutiny  

• Be careful in their communications with children and families so as to avoid any 

possible misinterpretation. 

• Ensure that if they have a personal social networking profile, details are not shared with 

children and young people in their care (making every effort to keep personal and 
professional online safety lives separate)  

• Not post information online safety that could bring the academy into disrepute. 

• Be aware of the sanctions that may be applied for breaches of policy related to 

professional conduct. 

 

4. Education 
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Pupils 

• Whilst regulation and technical solutions are very important, their use must be 

balanced by educating pupils to take a responsible approach. The education of pupils 
in online safety is therefore an essential part of the academy's online safety provision. 
Children and young people need the help and support of the academy to recognise 
and avoid online safety risks and build their resilience. Online safety education will be 
provided in the following ways: 

• We will provide a series of e-safety modules in every year group/specific year groups as 

part of the ICT curriculum / PSHE curriculum / other lessons. 

• We will celebrate and promote online safety through a planned programme of 

assemblies and whole-academy activities. 

• We will discuss, remind or raise relevant online safety messages with pupils routinely 

wherever suitable opportunities arise during all lessons; including the need to protect 

personal information, consider the consequences their actions may have on others, the 

need to check the accuracy and validity of information they use and the need to respect 

and acknowledge ownership of digital materials. 

• Any internet use will be carefully planned to ensure that it is age appropriate and 

supports the learning objectives for specific curriculum areas. 

• Pupils will be taught how to use a range of age-appropriate online safety tools in a safe 
and effective way. 

• We will remind pupils about their responsibilities through an end-user Acceptable Use 

Policy which every pupil will sign and will be displayed when a pupil logs on to the 
academy network. 

• Staff will model safe and responsible behaviour in their own use of technology during 

lessons. 

• We will teach pupils how to search for information and to evaluate the content of 

websites for accuracy when using them in any curriculum area. 

• When searching the internet for information, pupils will be guided to use age-

appropriate search engines. All use will be monitored and pupils will be reminded of 

what to do if they come across unsuitable content. 

• All pupils will be taught in an age-appropriate way about copyright in relation to online 

safety resources and will be taught to understand about ownership and the importance 

of respecting and acknowledging copyright of materials found on the internet. 

• Pupils will be taught about the impact of cyberbullying and know how to seek help if 

they are affected by any form of online safety bullying. 

• Pupils will be made aware of where to seek advice or help if they experience problems 

when using the internet and related technologies; i.e. adult / member of staff or through 
the confide system in academy. 

All Staff (including TMB) 

It is essential that all staff receive online safety training and understand their responsibilities, 
as outlined in this policy. Training will be offered as follows: 
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• A planned programme of formal online safety training will be made available to staff. 

• An audit of the online safety training needs of all staff will be carried out regularly. 

• All new staff receive access to online safety training as part of their induction 

programme, ensuring that they fully understand the academy online safety policy 
and Acceptable Use Policies.  

• The Online safety policy and its updates will be presented to and discussed by staff 

in staff / team meetings / Briefing and INSET days. 
• The Online safety lead will provide advice / guidance / training as required to 

individuals as required. 
 

Parents/Carers 

Parents/Carers play a crucial role in ensuring that their children understand the need to use 
the internet/mobile devices in an appropriate way and in promoting the positive use of the 
internet and social media. Research shows that many parents and carers do not fully 
understand the issues and are less experienced in the use of ICT than their children. The 
academy will therefore take every opportunity to help parents understand these issues 
through: 

• Parents' evenings 
• Parents App 

• Newsletters 

• Website 

• E-safety BLOG 

• Twitter 

• Information about national/local online safety campaigns/literature 

 

5. Use of Digital and Video Images 

The development of digital imaging technologies has created significant benefits to learning, 

allowing staff and pupil's instant use of images that they have recorded themselves or 
downloaded from the internet. However, staff and pupils need to be aware of the risks 

associated with sharing images and with posting digital images on the internet. Those images 
may remain available on the internet forever and may cause harm or embarrassment to 
individuals in the short or longer term. There are many reported incidents of employers 

carrying out internet searches for information about potential and existing employees. The 
academy will inform and educate users about these risks and will implement policies to 
reduce the likelihood of the potential for harm: 

• When using digital images, staff should inform and educate pupils about the risks 

associated with the taking, use, sharing, publication and distribution of images. In 

particular they should recognise the risks attached to publishing their own images on 

the internet e.g. on social networking sites. 

• Staff are allowed to take digital / video images to support educational aims, but must 

follow academy policies concerning the sharing, distribution and publication of those 
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images. Those images should only be taken on academy equipment; the personal 
equipment of staff should not be used for such purposes. 

• Care should be taken when taking digital / video images that pupils / pupils are 

appropriately dressed and are not participating in activities that might bring the 
individuals or the academy into disrepute. 

• Pupils must not take, use, share, publish or distribute images of others without their 

permission. 

• Photographs published on the website, or elsewhere that include pupils will be selected 

carefully and will comply with good practice guidance on the use of such images, 

• Pupils' full names will not be used anywhere on a website or blog, particularly in 

association with photographs. 

• Written permission from parents or carers will be obtained before photographs of pupils 

are published on the academy website 

• Pupil’s work can only be published with the permission of the pupil and parents or 

carers.  

• When searching for images, video or sound clips, pupils will be taught about copyright 

and acknowledging ownership. 
 

6. Managing ICT Systems and Access 

At Denaby Main Primary Academy the ICT systems are managed by the technical staff 
contracted to the academy/ Astrea. 

The academy will be responsible for ensuring that access to the ICT systems is as safe and 

secure as reasonably possible as outlined in Keeping Children Safe in Education 2022. 

• All access to academy ICT systems should be based upon a 'least privilege' approach. 

• Servers and other key hardware or infrastructure will be located securely with only 

appropriate staff permitted access. 
• Servers, workstations and other hardware and software will be kept updated as 

appropriate. 

• Virus protection is installed on all appropriate hardware, and will be kept active and 
up to date. 

• The academy will agree which users should and should not have internet access and 

the appropriate level of access and supervision they should receive. 

• Members of staff will access the internet using an individual id and password, which 

they will keep secure. They will ensure that they log out after each session and not 
allow pupils to access the internet through their ID and password. They will abide by 

the academy Acceptable Use Policy at all times. 
• Incidents which create a risk to the safety of the academy network, or create an 

information security risk, will be referred to the academy's online safety co-

ordinator and technical support and appropriate advice sought and action taken to 
minimize the risk and prevent further instances occurring, including reviewing any 

policies, procedures or guidance. If the action breaches academy policy then 



13 
 

appropriate sanctions will be applied. The academy will decide if parents need to be 
informed if there is a risk that pupil data has been lost.  

• The academy reserves the right to monitor equipment or their premises and to 

search any technology equipment, including personal equipment with permission, 

when a breach of this policy is suspected. 
 

7. Filtering Internet Access 

 At Denaby Main Primary Academy the filtering system is provided by SOPHOS via 
Wave 9 and Uses Netsupport. The academy ensures that the appropriate filters and 
monitoring systems are in place as outlined in Keeping Children Safe in Education 

2022. 

• At Denaby Main Primary Academy the technician ensures that all device types that are 

available in academy and capable of serving internet content are filtered, e.g. laptops, 

netbooks, PCs and mobile phones. 

• The academy will always be proactive regarding the nature of content which can be 

viewed through the academy's internet provision. 

• The academy will have a clearly defined procedure for reporting breaches of filtering. 

All staff and pupils will be aware of this procedure by reading and signing the Acceptable 

Use Policy and by attending the appropriate awareness training. 

• Where incidents are raised on an Online Safety concern form the pupil(s) will be spoken 

to and parents/carers will be made aware. 

• If a pupil or staff try to access inappropriate material or type in inappropriate words 

this immediately sends an email to our IT department. Pupils, staff and parents are 
then made aware. 

• Any ICT concerns are logged on the CPOMS systems with the DSL Kimberley Davies 
being made aware. 

• If users discover a website with inappropriate content, this should be reported the 

online safety co-ordinator. All incidents should be documented on CPOMS. 
• If users discover a website with potentially illegal content, this should be reported 

immediately to the online safety coordinator. The academy will report such incidents to 

appropriate agencies including the filtering provider, the local authority or CEOP. 
• The academy will regularly review the filtering product for its effectiveness. 

• The academy filtering system will block all sites on the Internet Watch Foundation list 

and this will be updated daily. 
• Any amendments to the academy filtering policy or block-and-allow lists will be checked 

and assessed prior to being released or blocked. 
• Pupils will be taught to assess content as their internet usage skills develop. 

• Pupils will use age-appropriate tools to research internet content. 

• The evaluation of online safety content materials is a part of teaching and learning in 

every subject and will be viewed as a whole-academy requirement across the 

curriculum. 
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8. Passwords 

A secure and robust username and password convention exists for all system access. (email, 

network access, academy management information system). 

• All Pupils in KSI will have a generic 'pupil' logon to all academy ICT equipment. KS2 will 

have U/N and Passwords 

• All staff will have a unique, individually-named user account and password for access to 

ICT equipment and information systems available within academy. 

• All information systems require end users to change their password at first log on. 

• Users should be prompted to change their passwords at prearranged intervals or at 

any time that they feel their password may have been compromised. 

• Users should change their passwords whenever there is any indication of possible system 

or password compromise 

• All staff and pupils have a responsibility for the security of their username and password 

Users must not allow other users to access the systems using their log on details and must 

immediately report any suspicion or evidence that there has been a breach of security.  
All staff and pupils will have appropriate awareness training on protecting access to their 

personal username and passwords for ICT access. 

• Admin staff will inform the ICT team when staff leave as part of an exit strategy. 

• Staff will be made aware of how to construct a complex and secure password as well as 
understanding the security implications of not protecting the password once selected 

• Passwords will be discussed during initial staff inductions.  

All staff and pupils will sign an Acceptable Use Policy prior to being given access to ICT systems 
which clearly sets out appropriate behaviour for protecting access to username and passwords, 
e.g. 

• Do not write down system passwords. 

• Only disclose your personal password to authorised ICT support staff when necessary and 

never to anyone else. Ensure that all personal passwords that have been disclosed are 
changed as soon as possible. 

• Always use your own personal passwords to access computer-based services, never share 

these with other users. 

• Make sure you enter your personal passwords each time you log on. Do not include 

passwords in any automated logon procedures. 
• Never save system-based usernames and passwords within an internet browser. 

• All access to academy information assets will be controlled via username and password.  
• No user should be able to access another user's files unless delegated permission has been 

granted. 

• Access to personal data is securely controlled in line with the academy's personal data policy. 

• The academy maintains a log of all accesses by users and of their activities while using the 

system 
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• Passwords must contain a minimum of eight characters and be difficult to guess. 

• Users should create different passwords for different accounts and applications. 

• Users should use Capital letters, numbers, letters and special characters in their passwords 

" t): the more randomly they are placed, the more secure they are. 

9. Management of Assets 

• Details of all academy-owned hardware will be recorded in a hardware inventory, 

• Details of all academy-owned software will be recorded in a software inventory. 

• All redundant ICT equipment will be disposed of through an authorised agency. This will 

include a written receipt for the item including an acceptance of responsibility for the 
destruction of any personal data. 

• All redundant ICT equipment that may have held personal data will have the storage media 

overwritten multiple times to ensure the data is irretrievably destroyed. Alternatively, if the 

storage media has failed, it will be physically destroyed. The academy will only use authorised 
companies who will supply a written guarantee that this will happen  

• Disposal of any ICT equipment will conform to The Waste Electrical and Electronic Equipment 

Regulations 2006 and/or The Waste Electrical and Electronic Equipment (Amendment) 

Regulations 2007. 

10. Data Protection: 

Personal Data 

The academy may have access to a wide range of personal information and data, held in 

digital format or on paper records. Personal data is defined as any combination of data items 
that identifies an individual and provides specific information about them, their families or 
circumstances. This will include: 

• Personal information about children/young people, members of staff/volunteers/pupils and 

mothers and fathers/carers e.g. names, addresses, contact details, legal 
guardianship/contact details, health records, disciplinary records 

• Professional records e.g. employment history, taxation and national insurance records, 

appraisal records and references 
• Any other information that might be disclosed by mothers and fathers / carers or by other 

agencies working with families 

The Data Protection Act 1998 requires every organisation processing personal data to notify 
with the Information Commissioner's Office, unless they are exempt. Settings that work with 
children and young people are likely to be under greater scrutiny in their care and use of 
personal data, following high profile incidents. In April 2010 the Information Commissioners 
Office introduced a new maximum £500K fine for breaches of information security for both 
public and private sector organisations, All academies must understand the implications of not 
securing the information assets they hold and should look to appoint a Senior Information Risk 
Officer (SIRO) This role may well be combined with the academy's Data Protection Officer and, 
where appropriate, Information Asset Owners (IAO) Senior Information Risk Owner (SIRO) The 
Senior 
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Information Risk Owner/information Asset Owner is the Principal. They have the following 

responsibilities: 

• They own the information risk policy and risk assessment 

• They appoint the information asset owners (IAOs) 

• They act as an advocate for information risk management 

• What information is held, and for what purposes  

• How information will be amended or added to over time 

• Who has access to the data and why 

How information is retained and disposed of Personal data will be recorded, processed, 
transferred and made available according to the Data Protection Act 1998 which states that 

personal data must be: 

• Fairly and lawfully processed 

• Processed for limited purposes  

• Adequate, relevant and not excessive 

• Accurate 

• Kept no longer than is necessary 

• Processed in accordance with the data subject's right 

• Secure 

• Only transferred to others with adequate protection. 

• At all times take care to ensure the safe keeping of personal data, minimising the risk of its 

loss or misuse. 

• Use personal data only on secure password protected computers and other devices, ensuring 

that they are properly "logged-off" at the end of any session in which they are using personal 
data or their computer is locked when left unattended. 

• Transfer data using encryption and secure password protected devices. 

When personal data is stored on any portable computer system, USB stick or any other 
removable media. 

• The data must be encrypted and password protected 

• The device must be password protected 

• The device must offer approved virus and malware checking software 

• The data must be securely deleted from the device, in line with academy policy once it has 

been transferred or its use is complete. 

The academy has established an information-handling procedure and assessed the risks involved 

with handling and controlling access to all levels of information within academy. 

• The academy has deployed appropriate technical controls to minimise the risk of data loss or 
breaches. 
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•  All access to personal or sensitive information owned by the academy will be controlled 

appropriately through technical and non-technical access controls. 
• Users should be vigilant when accessing sensitive or personal information on screen to ensure 

that no one else, who may be unauthorised, can read the information. 
• All access to information systems should be controlled via a suitably complex password. 

• Any access to personal and sensitive information should be assessed and granted by the SIRO 

(Senior Information Risk Holder) and the applicable IAO (Information Asset Owners),  
• All access to the academy information management system will be on a need-to-know or 

least privilege basis. All access should be granted through the SIRO or IAO. 
• All information on academy servers shall be accessed through a controlled mechanism, with 

file permissions allocated and assessed on a need to know/ least privilege basis. All access 
should be granted through the SIRO or IAO, 

• Staff and pupils will not leave personal and sensitive printed documents on printers within 

public areas of the academy. 

• All physical information will be stored in controlled access areas. 
• All communications involving personal or sensitive information (email, fax or post) should be 

appropriately secured. 

• All devices taken off site, e.g. laptops, tablets, removable media or phones, will be secured in 

accordance with the academy's information-handling procedures and, for example, not left 

in cars or insecure locations. 

Secure Transfer Process 

If you are transmitting sensitive information or personal data e.g. by email or fax it must be 
transferred by a secure method so it is protected from unauthorised access. 

Email 

It is advisable not to use public email accounts for sending and receiving sensitive or personal 

data. DO NOT include personal or sensitive information within the email itself, as the 
information sent should be by a secure method. This can be done by creating a document (e.g. 

Word document) and then encrypting the document and sending it as an attachment with the 
email. Encryption makes a file non-readable to anyone who does not have the password to 

open it, therefore, it reduces the risk of unauthorised people having access to the information 
and protects staff from breaching the law. 



 

 Communication technologies 

When using communication technologies the academy considers the following as good 

practice: 

 

The official academy email service may be regarded as safe and secure and is monitored. Staff 

and pupils / pupils should therefore use only the academy email service to communicate with 
others when in academy, or on academy systems (e.g. by remote access). 



 

Users need to be aware that email communications may be monitored. 

Users must immediately report, to the nominated person, in accordance with the academy 
policy, the receipt of any email that makes them feel uncomfortable, is offensive, threatening 

or bullying in nature and must not respond to any such email. 

Any digital communication between staff and pupils / pupils or parents / carers (email, chat, 
Virtual Learning Environment etc.) must be professional in tone and content.  



 

 Inappropriate/Unsuitable Activities 

The academy believes that the activities referred to in the following section would be 

inappropriate in an academy context and that users, as defined below, should not engage in 
these activities in the academy or outside the academy when using academy equipment or 

systems. The academy policy restricts certain internet usage as follows: 

 



 

 

 

Responding to incidents of misuse 

It is hoped that all members of the academy community will be responsible users of ICT, who 

understand and follow this policy. However, there may be times when infringements of the 

policy could take place, through careless or irresponsible or, very rarely, through deliberate 
misuse. Listed below are the responses that will be made to any apparent or actual incidents 
of misuse: If any apparent or actual misuse appears to involve illegal activity e.g. 

• child sexual abuse images 

• adult material which potentially breaches the Obscene Publications Act 

• criminally racist material 

• other criminal conduct, activity or materials 

If members of staff suspect that misuse might have taken place, but that the misuse is not 
illegal it is essential that correct procedures are used to investigate, preserve evidence and 
protect those carrying out the investigation It is more likely that the academy will need to 

deal with incidents that involve inappropriate rather than illegal misuse, It is important that 
any incidents are dealt with as soon as possible in a proportionate manner, and that 
members of the academy community are aware that incidents have been dealt with. It is 

intended that incidents of misuse will be dealt with through normal behaviour / disciplinary 
procedures as follows: 

13. Legislation 

Computer Misuse Act 1990 

This Act makes it an offence to: 

Erase or amend data or programs without authority; 

Obtain unauthorised access to a computer; 

"Eavesdrop" on a computer; 

network congestion and hinders others in their use 

of the internet 

     

Online gaming (educational)    x  

Online gaming (non-educational)    x  

Online shopping/commerce    x  

File sharing    x  

Use of social networking sites    x  

Use of video broadcasting e.g. Youtube    x  



 

Make unauthorised use of computer time or 
facilities; Maliciously corrupt or erase data or 

programs; Deny access to authorised users. 

Data Protection Act 1998 

This protects the rights and privacy of individual's data. To comply with the law, information 
about individuals must be collected and used fairly, stored safely and securely and not 
disclosed to any third party unlawfully  

The Act states that person data must be. 

• Fairly and lawfully processed. 

• Processed for limited purposes. 

• Adequate, relevant and not excessive. 

• Accurate. 

• Not kept longer than necessary. 

• Processed in accordance with the data subject's rights. 

• Secure. 

• Not transferred to other countries without adequate protection. 

Freedom of Information Act 2000 

The Freedom of Information Act gives individuals the right to request information held by 

public authorities. All public authorities and companies wholly owned by public authorities 
have obligations under the Freedom of Information Act. When responding to requests, they 
have to follow a number of set procedures. 

Communications Act 2003 

Sending by means of the Internet a message or other matter that is grossly offensive or of 
an indecent, obscene or menacing character; or sending a false message by means of or 
persistently making use of the Internet for the purpose of causing annoyance, 

inconvenience or needless anxiety is guilty of an offence liable, on conviction, to 
imprisonment. This wording is important because an offence is complete as soon as the 
message has been sent: there is no need to prove any intent or purpose. 

Malicious Communications Act 1988 

It is an offence to send an indecent, offensive, or threatening letter, electronic 

communication or other article to another person. 

Information and support for academies as outlined in Keeping Children Safe in Education 

2023 

www.thinkuknow.co.uk 



 

 www.disrespectnobodv.co.uk 

www.saferinternet.ora.uk www.internetmatters.ora 

www.childnet.com/cyberbullvinq-quidance 

www.pshe-association.ora.uk www.educateaaainsthate.com 

www.qov.uk/qovernment/publications/the-use-of-social-media-for-online-radicalisation 

 

 

Contacts 

The details of the designated officer/online safety coordinator is as follows: 

Contacts  
 
The details of the details of the Online Safety Team – Kimberley Davies, Jen Baldwin 
 
All can be contacted on 01709 863622  
Denaby Main Primary Academy, School Walk, Denaby, Doncaster, DN12 4HZ  
 
DSL       Kimberley Davies 
Head of school    Joanna White 
Online Safety Lead     Jen Baldwin 
 
 
 
 
 
 
 
 
 
 
The telephone numbers of the Doncaster Council children's social care services 
departments are as follows:  
 

Referral and Response 01302 737777 

Referral and Response (out of hours) 01302 796000 

(after 5.00m and before 8.30am) 

http://www.qov.uk/qovernment/publications/the-use-of-social-media-for-online-radicalisation


 

 

 

Childline  

NSPCC 0808 800 5000 

 

Ofsted's Whistleblowing Hotline                                                0300 123 3155 

Channel Police Practitioner- CYPO - Claire Lake 07795542041 

South Yorkshire Police Prevent Officer Sgt Joanne Batty 0114 2964275 



 

 

 

 

 



 



 

Appendix 2 

NetSupport DNA at Denaby Main Primary Academy: 

 
It is essential that academies and Trusts have the tools to keep their students safe and secure 
while they are accessing online resources for learning. 

NetSupport DNA is our Trust's solution to our academy's online safety needs: providing the 
tools we need to identify students at risk; preventing pupils being exposed to inappropriate 
online content; enforcing acceptable use policies and fulfilling our safeguarding duties — all 
in line with Ofsted guidance. 

NetSupport DNA is designed to promote digital monitoring and to encourage students to 
act responsibly online. We are able to set the vocabulary that the software USeS to trigger 
an alert. These automatic email triggers are sent to the Principal, Families and Safeguarding 
Office who are the DSL's. The data included in the email alert enables these staff to 
immediately follow up the incidents in academy and if necessary, speak to pupils about 
their online activity. 

The incidents that are followed up are then recorded on CPOM's — see Appendix 3 

Software Requirements: 

"NetSupport DNA's safeguarding software package contains a wealth of features developed 
with the professionals who would be using it. With so many online risks and an ever-
changing language used by young people, it's impossible for staff to be knowledgeable 
about everything. And with NetSupport DNA, you don't have to be. We've consulted 
Safeguarding Leads, Local Authorities, The Internet Watch Foundations, leading charities 
and yowng people themselves to ensure the tools are relevant, effective and most 
importantly, up-to-date." NetSupport DNA 

What is the scope of the software? 

"Safeguarding data can only be collected from devices on the academy network — and only 
the academy has access to this data. Additionally, a student PC at home has no means of 
communicating with or from academy devices / the cloud, and staff do not have the ability 
to interact with student devices at home. It also means that external communication (e.g. 
to the police) is impossible. Any information regarding any incident that OCCUS on an 
academy's site is under the control and responsibility of the Principal. NetSupport DNA 

 

 
 

 



 

 

Appendix 3 

CPOMs and Online Safety: 

When the key staff are sent an email alert from NetSupport DNA regarding inappropriate 
activity or key words being flagged up on the academy ICT system, then this is recorded on 
CPOMs. Staff will be alerted to this incident and then there will be:  

l) An initial conversation based on the age and need of the pupil, as well as the 

seriousness of the incident. This also involves a reminder of the choices made and 

what their green choices should look like for the future. 

2) If ongoing their login password is disabled 

3) Parents to be phoned or Parents to be called in for a meeting. 

4) Depending on the safeguarding context, the DSL could take the incident further to 

involve other agencies. 

These incidents are then all saved along with a record of any actions that have been taken 
and the conversation/s staff have had with pupils and/or parents. This is now our unified 
format for recording incidents in line with our current safeguarding approach. 

 

 

 

 

 

 



 

Appendix 4 

Online Safety and links to other safeguarding issues: 

There are a number of safeguarding aspects that have links with online safety. These include:

 

 CSE 

 CCE 

 Up-skirting 

    Gas-lighting 

 Sexting 

 Abuse 

 Hazing 

These aspects are sometimes known to have links or involve online actions and behaviours. 
They are part of our Academy safeguarding approach, so please refer to the Safeguarding 
Policy for further details. For more information please see the DSL if there are issues that 
need clarification 



 

Appendix 5 

Visits/ Visitors: 

Where possible, the academy actively looks at visits relating to online safety. 

We aim to take our Year 6 classes to the Crucial Crew, where Online Safety aspect features 

in the scenarios and cameos they are presented with. This involves trained professionals 

who explore these scenarios with the children to build up their understanding of current 

and relevant issues. 

In addition, we also actively liaise with South Yorkshire Police, in order to have their staff 

work with key Stage 2 pupils regarding online safety issues. 

We work with them to highlight local or age-related concerns we may have, so that their 

inputs address the incidents we are dealing with. 

We actively look for other agencies to support our online safety strategies when appropriate.  

 

 

 

 

 

 

 

 

 



 

Appendix 6 

Keeping Children Safe In Education 2023 

Online: Schools and colleges should recognise that sexual violence and sexual 

harassment occurring online (either in isolation or in connection with face-to-face 

incidents) can introduce a number of complex factors. Amongst other things, this can 

include widespread abuse or harm across a number of social media platforms that leads 

to repeat victimisation. Online concerns can be especially complicated and support is 

available from: 

 

• The UK Safer Internet Centre provides an online safety helpline for professionals 

    at 0344 381 4772 and helpline@saferinternet.org.uk. The helpline provides expert 

    advice and support for school and college staff with regard to online safety issues 

• Internet Watch Foundation: If the incident/report involves sexual images or 

    videos that have been made and circulated online, the victim can be supported to 

    get the images removed by the Internet Watch Foundation (IWF) 

• Childline/IWF Report Remove is a free tool that allows children to report nude or 

    sexual images and/or videos of themselves that they think might have been 

    shared online 

• UKCIS Sharing nudes and semi-nudes advice: Advice for education settings 

    working with children and young people on responding to reports of children 

    sharing non-consensual nude and semi-nude images and/or videos (also known 

    as sexting and youth produced sexual imagery). Please see footnote 8 for further 

    information 

• Thinkuknow from NCA-CEOP provides support for the children’s workforce, 

    parents and carers on staying safe online 

• LGFL 'Undressed' provided schools advice about how to teach young children 

   about being tricked into getting undressed online in a fun way without scaring 

    them or explaining the motives of sex offenders. 
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